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 Lt. Gen. Baker:  We have a really good panel this morning I 
think to talk about a fairly hot topic.  For those of you who 
read the Wall Street Journal or even USA Today, it was 
interesting on Tuesday, I believe, that both newspapers’ lead 
article was about cyber security and the internet and ongoing 
debates in Congress about legislation which some people are 
calling a bill that Senator Lieberman and others are proposing, 
in fact for the second time, called the Kill Bill on how they 
would give the President the authority to turn off the internet, 
which I find very interesting, understanding as much about how 
this works in the U.S..  But current events are such that we need 
to take serious the threat.  We need to take seriously the impact 
of losing the opportunity to use the internet both for command 
and control for our own forces, but also for the economy. 
 

The millions and millions of interactions that take place 
just from Wall Street alone could give you an indication of how 
important it is for the internet to be protected, not just within 
the government, but within private enterprise and industry.  

 
I’ll give you a quote from a meeting earlier this week in 

San Francisco where Deputy Secretary William Lynn was talking, 
and these are some quotes and some themes from his presentation.  
He said, “Threats to the cyber domain are varied and will 
increase.  Action now can maintain the nation’s military and 
economic edge.  This will require a whole of government and 
industry effort.  The cyber threat is still maturing and we need 
to try to catch up.” 

 
So this is a big issue, and I have three people here I think 

can give us some insight into where DoD is going with trying to 
protect our cyber domain.  So we’ll start with General Shugg from 
24th Air Force.  He’s going to talk to us about where the Air 
Force component is right now in terms of its development and what 
their priorities are. 
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Then we’ll go with the Army, and Colonel Tim Chefez -- Are 

you guys from Belvoir now?  Is that where you’re living at? 
 
Then we have Steve Zotti from the Marine Corps who’s going 

to give us some insight into where his service is right now with 
cyber operations and their organizational structure and their 
priorities. 

 
With that, I’ll turn it over to Charles. 
 
Brig. Gen. Shugg:  Thank you, sir.  
 
On behalf of my boss at 24th Air Force, Commander Major 

General Dick Webber, I want to thank the AFA and its leadership 
for inviting us here to have a cyber panel in itself and to 
integrate cyber into all these things. 

 
I also want to put out a plug that a few doors down 

throughout this conference has been an event called Cyber Patriot 
that’s been going on.  Our young warriors are competing in the 
junior high, high school level age.  These kinds of events and 
these kinds of things are what’s going to build our capacity for 
our cyber warriors in the future.  So if you can support that, 
I’d also appreciate it. 

 
I’d like to focus on what General Shelton said earlier about 

one of his priorities and focus areas, and that is normalizing 
cyberspace.  What he means by that is that we’re going to 
operationalize it and put the operational rigor and discipline 
that we have in our aviation and in our space forces into the 
cyberspace.  Along with our other components with that 
operational rigor and discipline make this domain and our ability 
to defend it and operate in it just like we do the other domains 
and make it part of the greatest military that we have in this 
world. 

 
I’m going to do it and talk about it in three basic 

categories, because that’s what fighter pilots do in trying to 
keep it simple.  The first thing I’ll talk about is organization, 
then the people, then the equipment.  Organizationally, the Air 
Force puts warfighters in Numbered Air Forces in order to present 
force to the joint commander.  That’s what we’ve done.  We now 
have stood up 24th Air Force and we are presenting forces as 
AFCYBER to USSTRATCOM and in turn to U.S. Cyber Command.  The 
focus we have is ensuring that the joint warfighter achieves 
mission success.  We prioritize our efforts based on the 
warfighter needs.  Then we work through putting cyber into the 
operations plans and into all the planning from the beginning, 
and not an afterthought.  As some smart gentleman once told me, 
we’re working to put cyber into the ATO and the ITO and not put 
cyber on it. 
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So with that, we next go on to the people and the training 

that we’re doing.  We’re once again following the model that we 
had for aviation and for space in developing a professional 
airman.  We started up undergraduate cyber training -- very 
similar to undergraduate pilot training -- that lasts about six 
months, and then the cyber warriors go off on different shreds, 
just like we would in the aviation side of the house, and they go 
off to initial qualification training.  There for the next couple 
of months they learn how to work their platforms and become more 
familiar with their systems.  Once they’ve passed that they go on 
to mission qualification training.  That’s conducted in their 
squadrons with their commander overseeing the whole thing and 
their commander certifying them as combat mission ready.  All the 
things that we’ve done before in the aviation side.  These people 
will do check rides and evals, and then they’ll do continuation 
training and have those requirements throughout the time they’re 
operating within the squadron. 

 
We’ve also established professional military education with 

the Air Force Institute of Technology.  We have a Cyber 200 and a 
Cyber 300 course in which we send our mid-level officers and NCOs 
to to continue on with the knowledge and update themselves on the 
latest technologies.  We’ve also established a Cyber Weapons 
School of which during this time right now the initial cadre in 
verification class is going through. 

 
So those are the things we’ve done with our people on 

training to get them into the mindset of operational rigor and 
discipline.  We’ve done this before in other domains in the Air 
Force, and we’re following that model right now in the cyber 
world. 

 
The third thing we talk about when operational in the 

cyberspace domain is that of equipment.  We need to look at our 
networks now as a weapon system like mentality.  We need to base 
our networks and our actions on strategy and operational 
employment versus just putting equipment on a network that’s the 
latest technology. 

 
We need to emphasize sustainment and just not put things on 

the network and leave them alone.  We need to have them show up 
with tech orders so that our cyber operators and defenders can 
follow the tech orders just like our maintenance people do with 
our aircraft.  We need the tech order support to be there with 
the system after it’s developed so we continue on with the help 
throughout. 

 
I hate to tell you, but we haven’t done that in the past.  

This is all new.  It’s not new to all of us who have been there 
before, but it’s new in this domain.  That’s what it means to 
normalize cyberspace, and that’s what General Shelton’s trying to 
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do to get us on the track that we’ve always been down. 
 
Like I said, these aren’t new concepts, but they’re proven 

ones that we’ve done in the aviation and space domains.  So 
although we’re just starting on this journey and it’s going to be 
a long one, I’m confident that we’re on the right path and we’re 
headed in the right direction.  So thank you. 

 
Colonel Chefez:  Good morning, I’m Tim Chefez from Army 

Cyber Command.  Sir, thank you for inviting Army Cyber Command to 
be part of this symposium, and thanks to all of you here for the 
hard work you do in defense of the nation. 

 
Major General Hernandez who is our Commander at Army Cyber 

Command, 2nd Army, was excited about being here this morning and 
he apologizes for being called away at the last moment.  It’s my 
honor to be able to represent him here. 

 
I’m very excited about addressing you this morning because 

after establishing Army Cyber command about four months ago, we 
have it all figured out.  [Laughter].  I left myself a note to 
pause and see if that was taken in the spirit in which it was 
given. 

 
I think it’s safe to say that there’s plenty of work for all 

of us to do in the cyber arena.  So this morning I’ll briefly 
introduce Army Cyber Command, 2nd Army, discuss some of the 
challenges we see as operating in the cyber domain, and share a 
few thoughts about the future. 

 
Army Cyber command, 2nd Army, was established on the 1st of 

October 2010.  As many of you may know, before that Army had 
conducted the cyber mission through our Space and Missile Defense 
Command, Army Strategic Command. 

 
Subordinate to Army Cyber Command are our Army Network 

Enterprise Technology Command which has theater signal commands 
aligned with geographic combatant commands across the world.  
NETCOM thereby provides us a global framework. 

 
U.S. Army Intelligence and Security Command provides all 

source intelligence critical to cyber operations and advanced 
network exploitation and offensive capability. 

 
Recognizing the critical linkages between cyber and 

information operations, first Information Operations Command Land 
within the Army is OpCon to Army Cyber and will be reassigned to 
Army Cyber Command. 

 
Additionally the Army is accelerating the standup of a Cyber 

Brigade that will have Title 50 and Title 10 authorities to serve 
as the operational arm of Army Cyber. 
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A one star general officer leads our Cyberspace Operations 

and Integration Center at Fort Belvoir, Virginia.  He coordinates 
a functional staff responsible for directing the operations and 
defense of all Army networks, conducting full spectrum cyber 
operations when directed and planning for the future. 

 
The collocation of intelligence, operations and defense 

staffs combined with the critical targeting function that helps 
synchronize all our operations provide an excellent foundation 
for command and control within the Army for cyber.   

 
Foremost among our efforts is ensuring that we have a clear, 

streamlined and responsive command and control structure that 
will support service, combatant command, and U.S. Cyber Command 
operations and priorities.  We have to nest our operations with 
Cyber Command, supporting their efforts while enabling geographic 
combatant commanders by adding cyber to their kit bag of effects. 

 
Cyber must be an asset and an option, not just a source of 

risk for combatant commanders who must synchronize and maximize 
effects in each domain. 

 
General Hernandez believes strongly that regional or theater 

cyber centers will be essential to coordination of global cyber 
operations and leveraging cyber capability in support of 
combatant commanders.  While establishing cyber centers as key C2 
nodes, we also think we need a significant change in mindset to 
operationalize cyber.  We need to move beyond CNDSP, CNDRA, and 
emergency response to defending in real time and measuring 
ourselves by effects achieved and capability for commanders, 
rather than by checklists and compliance. 

 
We must develop a robust cadre of cyber warriors to operate 

in our newest domain of warfare.  We envision a deep, first class 
cyber force supported by industry, effectively organized and well 
trained to deliver our nation the advantage. 

 
In the Army we must recruit, develop and retain the cyber 

force differently than we have done in the past and we are doing 
today. 

 
People will be the centerpiece of the cyber domain.  Along 

with that our processes need a lot of work and we’re confident 
that the technology to operationalize cyberspace will develop and 
may enable us to leap ahead. 

 
Important immediate technical priorities include the 

development of a common operating picture and real time 
indications and warning for cyber defense. 

 
In the future we require improved automated responses and 
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machine speed tools to enable our analysts and defenders to get 
ahead of the growing and evolving threats.  We must create the 
environment to unleash our cyber warriors’ potential. 

 
Cyber operations are inherently joint and coalition, and 

eventually we need to be able to address defense support to civil 
authorities in the cyber arena in a seamless way.  We’re all in 
this together, and we’re confident that together the services 
will form a formidable cyber team.   

 
We sincerely appreciate being included in the symposium 

today and look forward to continued collaboration. 
 
Colonel Zotti:  Good morning.  My name is Colonel Steve 

Zotti.  I’m here on behalf of Lieutenant General George Flynn who 
is our Commander for Marine Forces Cyber.  Thank you for the 
invite.  It’s a pleasure to be here and participate in this 
discussion. 

 
First off, I’d like to try to emphasize a few points that I 

think will mirror well with some of the comments already said.  
Marine Forces Cyber was established 1 October 2009 with a very 
robust staff of eight.  We’ve grown significantly since then and 
we’re doing well in terms of Marine Corps’ manpower and staffing, 
but our primary responsibility is to plan, coordinate and 
synchronize full spectrum cyber operations for the Marine Corps 
in support of deployed Marine Air/Ground Task Forces in CYBERCOM 
and then the combatant commanders.  That’s where we see a lot of 
manpower demands coming for us in the very near future. 

 
Under our operational control we have a Marine Corps Net 

Operations Center which is unique in terms of it does operate and 
defend and certification and information assurance all under one 
house.  It’s a very tight organization.  The Marine Corps has a 
very centralized approach to net operations and net defense which 
is an advantage in certain ways. 

 
We also have the regional [NOS] which are subordinate 

elements of that.  Then we have offensive elements which I’ll 
discuss later. 

 
Taking forward those responsibilities we have a couple of 

priorities that are unique and different I think as a Marine 
Corps, but also relate to what was addressed earlier.  One of 
them is building an operational COC, and not just for us but 
across the Marine Corps and how it relates to what CYBERCOM 
requires.  The issues there are that we all look at common 
operational pictures in a conventional sense, and when you apply 
it to cyber, it doesn’t work.  It’s more of a virtual common 
operational picture.  So how do you build a headquarters and how 
do you have feeds, and what are those feeds, and how does that 
present a picture to commanders and G2s and G3s and G5s and 
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people who need to make decisions in a way that’s useful?  So 
that’s one of our priorities and one of our challenges. 

 
One of the interesting aspects of that, of course, is the 

commercial interface.  The picture we have to create reflects the 
net ops and net defense that’s fed by a lot of other 
organizations, not all military.  With proprietary issues, how do 
you represent that in a COC that’s useful? 

 
The other aspect is developing remote operation centers.  As 

most of you know, that’s right now being done with Title 50 
forces in different places.  We need to do that with Title 10 
forces, and in a budget-constrained environment, how do they 
collocate and work together with the policy and authorities 
associated with that?  So working out that chain of command and 
authorities is our number two priority. 

 
Lastly for the Marine Corps is realignment and 

restructuring.  There are a number of organizations that do parts 
of the cyber piece, and as Tim was pointing out there are 
organizations within the Army and now in the Marine Corps that 
need to move, or parts of them need to move and become part of 
this Marine Forces Cyber umbrella. 

 
If I look forward to the challenges there are primarily 

three for us.  Again, they are complementary to the comments that 
have been made a little bit earlier. 

 
Number one, we’ve got to build full spectrum cyber planners.  

We have people who have expertise in separate lanes of cyber, 
whether it’s operate and defense, whether it’s active defense, 
whether it’s offense or attack functions, or exploitation 
activities .  But we don’t have planners that can put it all 
together.  We have people who have expertise in a single lane, 
but it’s integrating it in a way that a commander can use it, is 
what’s important.  That’s one of the areas where we are working 
very hard to build additional capacity. 

 
Also building the offensive cyber capacity is a challenge 

for the Marine Corps.  We’ve got some very good signals 
intelligence for Marines, great history with the NSA doing 
national tactical integration.  We’re able to leverage that in 
support of Marine Air Ground Task Forces in doing things.  We’re 
going to build on that relationship.  That is good.  But those 
Marines are highly sought after, and once you get them with all 
these on-net skills there are a lot of other people who are 
tempting them to leave and go other places, so we have to be very 
creative in what we’re doing in terms of how we retain them, how 
we incentivize them.  We’re looking at our pilot structure, how 
we pay our pilots.  We’re going to pay these on-net guys and gals 
to do the jobs that they do.  Then of course where we’re going to 
house them.   
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Then lastly, is cyber training.  We, like was stated earlier 

by the Air Force and the Army, are looking at a number of 
different ways to educate and train in cyber, both at the 
individual level, at the unit level, at the pre-deployment level.  
We’re wrestling right now with what we need at our schoolhouses.  
Lieutenant General Flynn has mandated that by this fall we have 
in our program of instruction, cyber training and education at 
all our schoolhouses.  From staff sergeant through lieutenant 
colonel.  We’ve got to make that happen in an environment where 
the day is already pretty long as it is. 

 
Lastly, how do we do a cyber work force training profile?  

Everybody comes with, again, those lanes of expertise but not 
cross-functional. 

 
Those are the three major challenges, and I’ll turn it over 

for questions. 
 
Lt. Gen. Baker:  Thanks.  We have a lot of questions that 

are showing up.  Some of them have been addressed in part already 
by the panel members, but to get a little more specificity into 
it.  Let’s talk about a little bit more about training.  One of 
the questions talks about what programs are available, 
particularly in the Air Force for cross-training into the cyber 
work force.  Also for all the panel members, where are we going 
to get the senior NCOs that are so critical to managing the young 
airmen that we’re bringing into the career field?  And the last 
question having to do with training that I have here is, where do 
you see simulation in our training for cyber warriors, and how 
much is that going to play in the future, do you think? 

 
Brig. Gen. Shugg:  I guess we’ll go down the line here. 
 
It always comes up that you get asked the question, where do 

we get this 10 or 15 year NCO who’s going to look out and train 
over you and how can you get it tomorrow?  The answer is we’ll 
get it in 10 to 15 years kind of a deal. 

 
Once again, we’re on a slow journey here of getting to where 

we need to go.  The thing that is helping us in this journey 
right now and it’s getting us some capacity, is our total force.  
The Guard and Reserve have stepped up in this mission area and 
they’re helping us tremendously.  24th Air Force, to give you an 
idea, is a total force structure of maybe a little over 5,000 
people.  Our Guard and Reserve amount to over 11,000.  So we are 
getting a tremendous amount of capability from them, and they are 
helping to fill the gap here as we rapidly try to build cyber 
warriors along the way, but it’s going to be a long journey to 
get there.  The Guard and Reserve with their connections to 
outside industry and their other jobs are feeling that gap right 
now, until we can raise the bar into this domain. 
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Colonel Chefez:  I heard what are the training 

opportunities, how do we develop NCOs, and what are the 
possibilities for simulation? 

 
I think the training and NCO question in my mind are 

inherently related, and to a large degree is a question of scale.  
Because we think we might scale this mission, especially some of 
the high end exploit and attack capabilities much more broadly 
than we have done in the past, particularly within the Army and I 
think it’s fair to say within DoD it’s been a pretty niched 
industry performed by a few, and in the current environment, as 
Colonel Zotti alluded to, we’re robbing Peter to pay Paul.  We 
have some pretty serious SIGINT requirements and that’s largely 
who we’re building the high end cyber force off of. 

 
So until we kind of get come concurrence on the level of 

scale, and this discussion’s going on at CYBERCOM every day, it 
will frame that debate. 

 
Then within the Army I think we can do some things 

immediately.  NETCOM, nearly a 17,000 person global command is a 
sign under our supervision, and that doesn’t include all the 
signal soldiers in the Army.  If they’re in a tactical formation 
they’re not assigned under NETCOM.  So I know we need to get a 
concept -- we being Army Cyber, needs to get some pretty clear 
concepts on the ground for what operationalizing cyber means and 
that will enable us to better empower those signal NCOs who know 
that their domain is more operational than when we pursued it I 
the past.  Those that are in dealing with the Afghan Mission 
Network, knowing both on the operational side to enable Blue 
Forces we’ve had to incorporate a lot of coalition partners in 
order to support effective command and control in Afghanistan, 
but then that exposes us to a number of risks. 

 
So I think we have a pretty significant force that’s been in 

the middle of that for some time that we can leverage.  I think 
when we determine a much broader scale for some of the high end 
skills and kind of get our concepts better down in paper in the 
Army it will enable us to develop that NCO force. 

 
The thing I’d offer you is there’s a lot of incentive I 

think in that area.  Almost all the soldiers I know who are 
affiliated or have some knowledge of what’s going on in cyber are 
very easy to participate in that, so in the Army I think we have 
a good pool to leverage.  We do have some leadership work to 
better leverage them. 

 
In terms of simulation and leveraging them, the good news is 

we’ve got a live fire range going on around the world every day.  
Adversaries are active on either attempting to or penetrating our 
networks.  So that is a challenge that our soldiers and civilians 
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are in the middle of every day.  I do think there’s a big role 
for simulations, particularly in the next decade and beyond as 
our adversary capabilities continue to expand.  There’s such a 
broad range of adversaries able to get into this game that I 
think we’re going to want to test many of our capabilities in 
simulation and scale the effects of cyber operations and 
simulation so that we can be effectively operating, defending 
every day and developing other capabilities along the way. 

 
Colonel Zotti:  Just some other examples of what the Marine 

Corps is doing along the lines of meeting the kind of training 
and educational requirements to have good people on deck who have 
the experience until we can grow them on ourselves, we currently 
have three different warrant officer tracks that we’re 
developing.  An all-source intel chief; a C&D net ops warrant 
officers; and an exploitation attack warrant officer.  So there 
are people who have [inaudible] experience.  We give them a 
broader education, and now we have them in our command and other 
commands associated with us to give us that senior mentor on the 
spot with the young marines and to help them and also advise 
officers who may not have cross-functional experience. 

 
The second thing we’re doing, as was previously mentioned, 

is we have a high number of mobilized reservists.  I’ve got 
gentlemen working for me now who come from Microsoft and a number 
of other organizations where their day-to-day job is what we need 
and we’re going to use them within our organization, both within 
a mobilized and a ready reserve status to help us out.  We’ve got 
a waiver to do that for the foreseeable future. 

 
The other thing is, in our SIGINT community, as was stated 

earlier too, we have a very thin pipeline of folks who come in 
and give us that exploitation and attack capacity, so we’re going 
out and looking at skill sets and getting marines who are in the 
communications fields who are basically weekend hacker anyway, 
and get them into some of the introductory courses, and as long 
as they can perform in the courses we’re going to give them 
additional MOSes and allow them to be party to this organization.  
So those are a couple of the initiatives that we have that we’re 
using. 

 
Brig. Gen. Shugg:  I just want to throw something out here 

that is sort of related to this.  We right now do in the Air 
Force a lot of simulation with cyberspace, and that also carries 
over into how we train and exercise.  One of the things that 
we’ve run into is that if you exercise in cyberspace, sometimes 
it is not integrated in with the other domains, so you end up 
having white card injects or something into an exercise.  We’ve 
realized that’s not enough fidelity into our training these days.  
We now have a Secretary execute order to get our cyber forces 
into exercises and to play for real on those things? 
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We’ve done this in the past, if you recall, when we had 
exercises with electronic warfare, and sometimes we would do so 
well in electronic warfare that some of the other training 
objectives were not met because we couldn’t work through it.  A 
lot of times we were just okay, knock off the electronic warfare 
and then continue on with the other training objectives. 

 
We’ve reached the point in time where we’re going to have to 

figure out how to work through our cyber-attack and work our 
cyber defenses in conjunction with the other domains and 
integrate them.  So in a few cases we will not be simulating 
things any more, and we will be now exercising real-life with the 
other domains. 

 
Lt. Gen. Baker:  I have one question here.  I don’t know if 

we can come up with an answer so I’ll just tell you, the question 
is who in the U.S. government has overall responsibility of cyber 
security?  That’s a very good question.   

 
I will tell you that recently there was a letter of 

agreement signed between DoD and DHS to try to answer that 
specific question and they are working diligently, as much as 
they can in D.C., to sort through that. 

 
You also have a complicating factor of U.S. Cyber Command, 

so I guess the next question for the panel is how is U.S. Cyber 
Command influencing what you do as they come on board?  What 
challenges are there, if any?  And how do you see U.S. Cyber 
Command and your organizations evolving their relationship? 

 
Brig. Gen. Shugg:  We work very well with U.S. Cyber 

command, as a matter of fact, and we’re all sort of at the 
starting line together as we move forward.  Also the other 
components, we all work together.  I can tell you that our 
operations centers at AFCYBER, ARCYBER, MARCORPSCYBER and also 
10th Fleet, they talk to each other every day.  We’re constantly 
back and forth with what’s going on with the threat and telling 
each other what is going on, to try to build the situational 
awareness that we hope someday will get much more robust than it 
is now.  Now we’re doing it the old-fashioned way, just between 
people and communication and passing things. 

 
We have started to exercise jointly underneath U.S. Cyber 

command.  We have been to Terminal Fury once, Austere Challenge 
going on with the geographic commands, and I would say that we’re 
working extremely well on trying to get our components, our 
individual service components and integrating cyber at that level 
from the bottom up.  Where it’s taking a little longer, I would 
say, is introducing cyber from the combatant commanders on down, 
and integrating them from U.S. Cyber Command with all the 
combatant commands.  That’s a challenge.  But we’re working 
through that together with the components and figuring out which 
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individual combatant commander, how he or she wants that set up 
and how U.S. Cyber Command is going to meet those demands once 
again with a very limited cyber force right now in all the 
components. 

 
Colonel Chefez:  I think U.S. Cyber Command was a vision 

unto itself, but it grew out of Joint Task Force Global Network 
Operations and Joint Functional Component Command Network 
Warfare.  So our subordinate organizations in Army Cyber had 
existing relationships in TTP, with JTFGNOP and JFCCNW.  So I 
think to some degree we are clearly not where we need to be in 
terms of distributed integrated operations.  But to some degree 
CYBERCOM J3 having a central directing point, continuous 
coordination, and authoritative directives in cyber has been a 
useful relationship.  I think it’s uncomplicated things. 

 
In terms of our relationship as a command to that degree 

then we interact with them every day, similar to what had been 
done in the past but I would say probably a little better.  Then 
General Alexander has directed each of the services and 
specifically the Army to participate in operational planning in 
support of combatant commanders.  So we have two pretty 
significant operational planning efforts going on.  One in 
support of USCENTCOM and then the Navy has the lead for some 
operational planning in support of PACOM, but there’s a Homeland 
Defense component of that and we are the lead service for that 
within USCYBERCOM.  I think those planning efforts align well 
with the Army priorities as well.  Then when you start working 
with the component commanders there’s a pretty significant 
education, two-way education process going on.  We’re learning a 
lot about NORTHCOM and CENTCOM and then on their end often you 
talk to one person and they think there’s a broad range of cyber 
capabilities out there that they just don’t know about.  You talk 
to the next person and they say that’s all you can do?  So I 
think that will be a work in process, but CYBERCOM is influencing 
that.  CYBERCOM is shaping that global effort.  And how do we 
envision it evolving in the future.  I’m not exactly sure of 
General Alexander’s strategic intent, but I think he intends for 
the service cyber components to grow and to expand into those 
roles he’s sent them down, and I would expect for the operational 
interaction to improve, hopefully become more automated and 
distributed rather than the email, phone call exchange you talked 
about.  It would be nice to be cyber in cyber, is what we’d like 
to go to. 

 
The only other thing I’d add, because it relates to the 

first set of questions as well, NSA Associate Director for 
Education and Training and now handed over to USCYBERCOM J7 has 
undertaken a pretty in-depth study of cyber work roles that I 
think will shape the personnel development, human resources 
initiatives that each of us have already spoken on.  There are a 
lot of opinions on exactly how that should go but they’ve 
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established a fair framework to start from in the J7 there. 
 
Colonel Zotti:  Just a couple of quick comments.  I think 

that the more interesting piece would be beyond what CYBERCOM is 
doing in the dot-mil domain which I think we’re off to a decent 
start.  We have a number of vulnerabilities and problems, you’re 
all well aware of them.  That’s not so much the point.  The point 
would be more when you get into the dot-gov and the dot-com 
domains.  What Department of Homeland Security does and doesn’t 
do, and how CYBERCOM works with them, then how we get into the 
critical infrastructure protection.  I think that’s where we 
really have a huge gap right now and we’ve got to move forward 
much more quickly than we currently are. 

 
On the military side we’re moving pretty aggressively 

because we have to.  We have unity of command and organization.  
I think when you get to the Department of Homeland Security and 
the critical infrastructure piece and the dot-com domains, that 
doesn’t exist.  So beyond just the technology piece, you’ve got 
the organizational bureaucratic pieces of that that are going to 
require a lot of time and effort, and a lot of CYBERCOM’s time 
will be spent working through those problems, too, and that’s 
going to be an issue. 

 
Lt. Gen. Baker:  Another question I think is related, you 

mentioned the critical infrastructure protection.  There was a 
document put out by DHS about four years ago that listed the 18 
most important, in their view, critical infrastructures in the 
U.S. that needed to be protected, both physically and from a 
cyber perspective.  Those included things like power plants, port 
facilities, bridges across major rivers, the list goes on and on.  
Petrochemical.  I don’t remember all 18 of them.  But the 
interesting thing, I had a conversation with the Science and 
Technology Office in the White House a couple of years ago and I 
asked that specific question.  Where are we with industry in 
terms of those 18 critical infrastructures?  The comment was 
rather revealing.  He said, well, we had a meeting and we brought 
in all these industry people and the answer was the same from all 
of them.  When the government pays for it, we’ll do it.  That 
ought to scare the hell out of you. 

 
Next question for the panel is R&D.  Research and 

Development.  Where are each of you in the R&D community working?  
How is it funded?  What’s your relationship with NSA?  I know 
when I was in this business 12-15 years ago NSA was doing a lot 
of R&D in the area of computer network operations, whether it was 
offense, defense, or exploitation.  How are you each working R&D 
in this arena today, and how are you coordinating with industry? 

 
Brig. Gen. Shugg: The Air Force looks at the cyber world as 

very ripe for research and development and we work hand in hand 
with Air Force Research Lab and a lot of our national 
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laboratories.  This is the kind of domain that research and 
development was made for.  We need to make huge strides forward 
in order to stay up with our adversary and to get to the point 
where we can neutralize them with game-changing ideas and 
strategies. 

 
I talk to people about, in the air domain, how we put so 

much effort into trying to beat enemy air defenses, and all of a 
sudden we just put more money and just do a little bit of extra 
on this and that and strategies to make it through an enemy’s air 
defense, then somewhere in the background came up with stealth.  
All of a sudden it was a game-changer for air operations.  That’s 
the kind of action and that’s the kind of idea that we need from 
our research labs.  And we’re working also in conjunction not 
only with our service and our national labs but also with NSA and 
their technologies to move forward. 

 
The acquisition system is going to have to be a little bit 

different.  Our senior leadership in the Air Force is working on 
that.  In cyber, things happen in seconds, minutes, hours, and 
when we have to make changes and acquire equipment and 
technologies it has to be done at that kind of speed.  Going into 
the normal traditional process isn’t going to work in this 
domain, so there’s going to have to be some tweaking and 
adjustments to the normal things we’re used to in the air and 
space domains, but we can do that.  But there’s going to be a lot 
more reliance, I believe on our national labs and on our research 
facilities and within industry in order to make this happen.  
Because industry is the one who’s leading this domain right now 
and we need to partner up with them and not go separate ways. 

 
Colonel Chefez:  Within the Army, similar to the 

organization I described initially, R&D efforts for network 
operations are separated from exploitation and attack 
capabilities and related to operationalizing the cyber domain.  
We’d like to inform research, development and acquisition of the 
network we’re building by what we know is going on in the 
environment and adversary capabilities.  So I think that’s an 
initial focus within the Army, is to get better visibility and 
synchronization of the research and development.  Also to nest 
under potential game-changing capabilities either from industry 
or that are being pursued under initiative by USCYBERCOM right 
now.   

 
To try to be blunt, it’s embarrassing the timeliness of 

intelligence reporting and ability to act in cyber.  So I think 
now is actually even in our initial comments, we need to be able 
to see Blue activity, see Red activity and act immediately. 

 
The other innovations I think have been worked pretty well 

for R&D at NSA in the SIGINT realm in recent years, they’ve 
empowered individual analysts.  Even in the General’s comments 
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earlier, he talked about how you need to empower the lowest level 
analyst.  I think NSA’s done a lot of good work on ingesting a 
lot of data, but then rather than designing a big system and try 
to get all the answers, similar to how you’d have an app on an 
iPad or something like that, asking the analyst what he needs in 
order to answer his commander’s questions and take action in 
cyber.  I think that will be a significant part of the dynamic.  
We need to get the users involved at the earliest stages.  There 
are some big R&D questions about how much data you can ingest, 
how you can process it quickly.  Whether that’s done thin client 
in cloud, or thick client with some applications that need to be 
out locally, that’s all important, but I think we need to empower 
the user and some good work’s been done on that. 

 
Colonel Zotti:  Just briefly, the Marine Corps has got 

basically four different avenues or four different areas I’d like 
to discuss quickly.  On the C4 side, they’re working RDT&E for 
systems development and integration.  Right now we have a 
centralized approach, both on NIPR and SIPR and we’re migrating 
away from NMCI, and there are some pieces of things that we’re 
doing there.   

 
We have an IA Range in Quantico that basically does Tier 1.  

DISA liked it so much they have adopted it as in they took it 
from us, but we’ll work that out later.  We’re working now to 
develop Tier 2 and Tier 3 capability there, which will be useful 
for the service. 

 
In terms of tool development, we’re working closely with 

CYBERCOM, harvesting what they already have but obviously working 
on our own tools because some of our systems and some of our 
folks approach things a little bit differently. 

 
One of the critical aspects for us is the acquisition 

process itself which is inadequate.  In the Marine Corps, not to 
speak badly of another command, but our process does not keep up 
with IT.  We can’t react fast enough.  So right now we’re working 
with our Commandant to recommend a better way, kind of like an 
urgent UNS kind of process, but getting even beyond that, for 
both the processes that we need to support because what we have 
doesn’t work; and also to have contingency funds to provide money 
for all the unfunded mandates which again goes into the rapid 
acquisition of patches and whatever it may be to deal with the 
current threat of the day which moves a lot faster than the old 
processes we’re used to POMing for. 

 
Lt. Gen. Baker:  We have a lot more questions and we don’t 

have any more time.  I’ll just leave you with one thought.  I had 
the opportunity to lead the Red Team in two out of the three last 
space and cyber wargames out at Nellis.  If there’s one thing we 
learned I think throughout that process is time is the enemy.  
We’ve talked about air superiority in the Air Force for years.  
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Now we need to talk about decision superiority, and in the cyber 
realm today and in the future time is going to be the enemy.  If 
we don’t have the information in a timely manner we can’t make 
the decisions necessary to win the individual and the long term 
war that’s going on out there. 

 
Thanks to the panel. 
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